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EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
John Fitzgerald on 6/2/2009. 

The application has been amended as follows beginning on the following page: 
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1 S. (Original) A method as set mm w claim 17 wfaerek 
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fhemessaRft and fl 



nsmre aftte message and the attachment is ■ 
19. (Ommnay amended) la $ method as aet Ms M data 1 * 
the Mags Is rsoeivM & fee server 

the ai*d die. digital signaii^ of die message ar« transmitted to tf 



20. (Origins!) In a m^hod as set forth m claim 19 wherein 



Irt a method as set forth m claim 8 wherein 
the s««d«r b mdmal at the ser 



21. 



tfec message is inmsmUtfid to the rctipknt through the internet. 
22, (Original) In a mtthad at set forth In data 21 whodn 



23 . (Previously presented) In » method as set forth hi claim 14 



the iMcataof&c MoTs 
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II. (Currently amftittM) I* a met *od as -t forth in c n f tesep^ 



t nsmittmgto rccipsc thro h an i met th results of 'the 
the first ami rami digital li»p^ri«t$ of fee message **d i« * 

32, (Original) to ft method as set forth in claim 27 wherein 



ths attacbOTt melwdes the identity «f& 
address of the Mm and the i<Wty m4 address of the 
of the message fern the .server to • 



Qisd the time of it 



itaragh a ssrvw displaced from the recipient, the steps aHhe-W¥*f«>f: 

receiving the message and an tifcnimHot m the to of m HTML fife that is not 
part of the message from &e recipient at a website providing [[at]] fey. the ««v«r for an 
indication of the authenticity of th® mmsm* the aaftcfement including an insftictum 





be i >r pre* ~ I tact pi 1 \mi ti fthe £Cfn Hn&tion 1 Oertu? sat 
with the pttticulaa- encryption to provide a second digital 
of the message and the attachment: and 
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34, (Currently amended) in a. method as act forth m claim 33, the step « 



Page 12 



35, 



tec«Ivi»g the message and fe attach* 
n of the comblaatfcm of the massage the a 



a oftbefusl and second digital 



36. (Original) in a method as set forth in ctai m 3:1 v 

ti» attathra includes ths ideatsty of the sende 
address of the sewer and the identity and address of the recipient and the tims of the h 



37. {Currently amend* ! - me&od at *« i th m claim 35, the * 



s of die c 



thtatt^ sntincl * 1 dmii ftheseml 1 i i mh and the 
addpesi of the server and the Mendtj and addies* of die isclpkut jud die time of ths trans 



a sener displaced fium the x 
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hashing the ide^filseatton ot &c j s ti eMs arid the message 

to form a hashed string; 

hashing the hashed string; 

Vicryl tins; s I ci. i g fte ! tg uf ili t h d si kssj an 

%itt » ealing ! ^ ryptedfe r d te ha l"M ring } rtta< ngth< 

t t * f t n < I * ! 1 1^ ' U i XL .111 ts< "U RStn i > n 5 ! t 

autheatieate the message and attaching the HTML, file irsetodmg the enaypted hash of the 
hashed string to die message m4 concealing, the et^typted hash of the hashed string in the 

39. (IVvjously presented) In a method m $er fodh In dmm 3&, die steps ofi 
traasmMns the message aad the encrypted hash of the hashed string to the 

reetpieaf. 

46. (Currently amended) Jo £ method of transmitting & message ami m mmbmm 
from a sender through a server displaced from the recipient, the steps at the server of: 

id »1 f; u the sender; 

providing the attachment and the message stripped of the attachment; 
providing i string form* ran be id Rttika? n >i ender the attachment 
mid the message stripped of the atmehmeat; and 
hashing die s%.fog, 

encrypting the hash of the hashed string, 

digitally sealing the encrypted hash of the hashed string by attaching the 
the has] e st tag and '/ \ asonh o i* t dt ' e i i 
HTML aie„8ad.£Qne.£&il^£ the ffilCtyptcd ha^h of the hashed stnna in tk r r " ' '1 and 

sending to the recipient the message and the HTML file including the encrypted 
hash, of the hashed string. 

Claims 4 1 »4? (Canceled) 
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The following is an examiner's statement of reasons for allowance: 
The closest prior art, WO 01/10090, taught a server receiving a message from a sender, 
generating a digital signature of the message, attaching the identity of the sender, and the digital 
signature to the message, transmitting the message and attachment to the recipient, receiving the 
message and the attachment from the recipient, providing digital signatures of the message and 
the attachment at the server, and authenticating to the recipient the message and the attachment 
by the server on the basis of the information received by the recipient from the server and on the 
basis of the digital signatures provided by the server. What the prior art does not teach, is in 
combination with specific limitations as claimed, an HTML attachment or file containing 
instructions describing how to authenticate the message and concealing the digital signature in 
the file; and sending the message and file to the recipient, and/or receiving the message and the 
file by the server from the recipient. 

Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 
Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MATTHEW T. HENNING whose telephone number is 
(571)272-3790. The examiner can normally be reached on M-F 8-4. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Korzuch can be reached on (571)272-7589. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Matthew T Henning/ 
Examiner, Art Unit 243 1 



